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As cyberattacks and data breaches become more frequent, it is crucial for everyone to understand phish-
ing and to consistently verify the legitimacy of emails, and what better time to discuss those topics than 
during Cybersecurity Awareness Month! 

We don't need to look very far to understand why vigilance is so important, as we recently foiled what 
could have been a disastrous six-figure phishing attack involving a member's compromised email account 
and NJSIG’s Accounting Department. The attacker apparently gained access to the member’s email and 
monitored the communications between the school district and NJSIG. The would-be thief then created a 
fake email domain which replaced the lowercase "i" in "@njsig.org" with a lowercase "L," and inserted 
themselves into the email chain in the hopes that the member wouldn't notice the subtle difference. Pos-
ing as an employee from NJSIG's Accounting Department, the threat actor tried to trick the member into 
setting up an electronic money transfer which, if completed, would have cost the member over $400,000. 
Fortunately, the member found the request to be suspicious and contacted NJSIG directly for clarification. 
Thanks to the member's attentiveness, NJSIG quickly identified the incident as a phishing attempt and 
prevented the loss from occurring.  

On the Lookout 
NJSIG wants to remind members that if a message looks suspicious, it could be a phishing attempt. Ac-
cording to cyber.nj.gov, be on the look-out for these tell-tale signs of phishing:  

• Does the email ask for sensitive information? 

• Is the sender address and domain legitimate? 

• Does this email contain links that do not match the sending domain? 

• Is the email personalized? 

• Is there poor spelling or grammar in this email? 

• Are there phrases or tactics often used to convince recipients into opening links or attach-
ments? 

 

Click here for more information on how to avoid phishing scams.  

Phishing Alert: How Vigilance and Quick Action Prevented 
a Costly Scam  

New Jersey Schools Insurance Group | www.njsig.org  

 

https://8l7puneab.cc.rs6.net/tn.jsp?f=001aUbqmb2jZkA06dWdo-jsGF4IER3tj19fWUPvo_WVULQlvE94hXR-Vyi8TsCQ-dbi6Su4qKnWIOMQ-b5bV7OZl45OwbSaXyA9227Ag42G3zlzxxMJgHxKLGjyFOM6SQHldP-5SZAWYCChe0S-rH29TCIHUXQsJo6TG7yN1BlveBzdYpzd45NY52neJfxMxD9V3Tk9U1YNMUrWSAZwY3SPWrqZuF
https://8l7puneab.cc.rs6.net/tn.jsp?f=001aUbqmb2jZkA06dWdo-jsGF4IER3tj19fWUPvo_WVULQlvE94hXR-Vyi8TsCQ-dbiEYqEFwaDn616CZ6TV_XwJzcdLp0Cp7vcYXrdHGnqvWYESgmL8J6Myi7weKi8MBOLZ4MowvHeCg9SFAP_wqbd5EstXSAxLu8DMwXL_nt1BryjHO80XCXWxm6SLdAWFNyruLVeg9DScYLjj7XpzDwFLPuRaE
https://8l7puneab.cc.rs6.net/tn.jsp?f=001aUbqmb2jZkA06dWdo-jsGF4IER3tj19fWUPvo_WVULQlvE94hXR-Vyi8TsCQ-dbiTPMJS-LF1FDrSaRIcsMk1dDOqaUI2U07fXZAac6FwUWlOlQfVk0MAd9-C50cmNPqPhlj0CGkRBE2jhbejyG_zvtvLgZveFwYCU0ZaId3jjr9t1C05Rgu2VbH2U2a1U4mmpscj1v13lICOq85DKpDYYIzBj
https://8l7puneab.cc.rs6.net/tn.jsp?f=001aUbqmb2jZkA06dWdo-jsGF4IER3tj19fWUPvo_WVULQlvE94hXR-Vyi8TsCQ-dbiTPMJS-LF1FDrSaRIcsMk1dDOqaUI2U07fXZAac6FwUWlOlQfVk0MAd9-C50cmNPqPhlj0CGkRBE2jhbejyG_zvtvLgZveFwYCU0ZaId3jjr9t1C05Rgu2VbH2U2a1U4mmpscj1v13lICOq85DKpDYYIzBj
http://www.njsig.org/


Secure Your Banking 

In an attempt to safeguard your assets, NJSIG recommends that each member contact their banking insti-
tution to confirm (or set up) all banking accounts have bank recommended security safeguards in place.  

 

Implement Cybersecurity Controls  

Further, since the education/research sector has historically faced the greatest number of cyterattacks, 
NJSIG would like to remind members of the four minimum cybersecurity controls they must implement 
in order to be eligible for a reduced cyber claim deductible. These security measures are designed to help 
keep schools safe from cyberattacks and, in turn, make for a more sustainable cyber program in the long 
term.  

Minimum cyber controls:  

1. Multifactor authentication;  

2. Endpoint protection platform;  

3. Information technology security awareness and train-
ing program; and,  

4. System backups 

 

To qualify for the reduced deductible, the member must 
meet all four minimum cyber controls listed above at 
the time of the incident. That means: (1) each of the 
member's software, services, or devices accessed by 
the perpetrator(s) must have been protected by at least 
one (1) layer of multifactor authentication; (2) each de-
vice accessed by the perpetrator(s) must have been 
safeguarded by endpoint protection software; (3) em-
ployee(s) who unintentionally committed an act must 
have had information technology security awareness 
training (which they must have included a simulated 
phishing email program) within one (1) year of the inci-
dent; and (4) the member's systems must have been 
protected through an air-gapped backup with a test re-
covery having been successfully performed within six 
(6) months of the incident.  

 

*The above summary is for informational purposes only 
and is not intended to amend, modify, supplement, or 
alter any insurance policy. Eligibility for the reduced 
cyber premium will be determined in accordance with 
the actual terms and conditions of the applicable 
NJSIG cyber policy, which readers are encouraged to 
review carefully to ensure compliance. 

Reporting a Cyber Incident 
 

For those covered by NJSIG's cyber liability insurance, it is essential to 
follow the correct protocol for reporting incidents. 

Any cyber or privacy incidents should be reported directly to Beazley 
Breach Response via email at bbr.claims@beazley.com. While the 
24-hour hotline (866-567-8570) is also available, email is strongly rec-
ommended for a faster response. 

After reporting to Beazley, a notification of the filing should also be 
sent to NJSIG at froi@njsig.org.  

New Jersey Schools Insurance Group | www.njsig.org  

https://files.constantcontact.com/b71f74b1101/b554641e-92d1-4846-b13a-6647497df39b.pdf?rdr=true
https://www.cyber.nj.gov/
https://8l7puneab.cc.rs6.net/tn.jsp?f=001aUbqmb2jZkA06dWdo-jsGF4IER3tj19fWUPvo_WVULQlvE94hXR-V5LGR2CZ9sGzYEY4Uf0dUESf2Vo9TWCFPHAPxx-P5qAAEpu2MU-UcHGWNe6W1JdN8-tvDLaPkLMOEtEc-E7p__P8xypr5lbX_Q==&c=g8u4TpgmQ4CwCLioTjCG0krSjMxELM6NjDcPU5ap9-K6UDM8iNKZRQ==&ch=mtX

